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LOCAL DEVICE ESTABLISHES A UNIQUE LINK 
WITH UNLINKED REMOTE DEVICES USING 
MEDIA ACCESS CONTROL (MAC) PROTOCOL 
(SEE FIG. 6) 
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LOCAL DEVICE DETERMINES DISTANCE TO 
EACH LINKED REMOTE DEVICE AND 
COMMUNICATES WITH EACH LINKED 
REMOTE DEVICE BASED ON DISTANCES 
DETERMINED 
(SEE FIGURES 7 AND 9-11) 
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TRANSMIT JOIN MESSAGE FROM LOCAL 
DEVICE TO UNLINKED REMOTE DEVICES 
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RECEIVE JOIN MESSAGE IN UNLINKED 
REMOTE DEVICES AND SYNCHRONIZE 
WITH LOCAL DEVICE 
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IN EACH UNLINKED REMOTE DEVICE, 
ENCODE A UNIQUE IDENTIFIER AND 
TRANSMIT AS A REPLY TO LOCAL DEVICE 
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RECEIVE EACH REPLY IN LOCAL 
DEVICE AND SYNCHRONIZE WITH 
EACH UNLINKED REMOTE DEVICE 
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DECODE EACH UNIQUE IDENTIFIER IN LOCAL DEVICE AND 
ESTABLISH A UNIQUE COMMUNICATIONS LINK WITH 
EACH REMOTE DEVICE BASED ON THE UNIQUE 
IDENTIFIERS 
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LOCAL DEVICE DETERMINES DISTANCE TO 

EACH LINKED REMOTE DEVICES 
(SEE FIG. 7) 
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SET AUTHENTICATION CRITERIA 

OF LOCAL DEVICE 
EG. D<r OR rl < D < R2 OR D=R ETC. 
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TRANSMIT A DISTANCE DETERMINING MESSAGE FROM 
LOCAL DEVICE TO EACH LINKED REMOTE DEVICE VIA 
UNIQUE LINKS 
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MARK TRANSMITTING TIME FOR TRANSMISSION 
ON EACH UNIQUE LINK AS tl 
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RECEIVE DISTANCE DETERMINING MESSAGE IN 
EACH LINKED REMOTE DEVICE AND TRANSMIT A 
RESPONSE FROM EACH REMOTE DEVICE VIA 
RESPECTIVE UNIQUE LINKS 
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RECEIVE EACH RESPONSE IN LOCAL 
DEVICE VIA RESPECTIVE UNIQUE LINKS 
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MARK RECEIVING TIME FOR EACH RECEPTION 
ON EACH UNIQUE LINK AS t2 
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DETERMINE PROCESSING DELAY FOR EACH 
LINKED REMOTE DEVICE AS d. 
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COMPUTE ROUND TRIP TIME Trt FOR EACH 
LINKED REMOTE DEVICE 
Trt = t2-tl -d 
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COMPUTE DISTANCE D TO EACH 
LINKED REMOTE DEVICE 
D = Cx Trt/2 
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DETERMINE DISTANCE TO LINKED 
REMOTE DEVICES 
(SEE FIG. 8) 
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SET AUTHENTICATION CRITERIA 
OF LOCAL DEVICE 
EG. D<r OR rl<D<R2 OR D=R ETC. 
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DETERMINE DISTANCE TO REMOTE DEVICES 
(SEE FIG.7) 



TRANSMIT A POSITION DETERMINING MESSAGE FROM 
LOCAL DEVICE TO EACH LINKED REMOTE DEVICE VIA 
RESPECTIVE LINKS 



1003 



RECEIVE POSITION DETERMINING MESSAGE IN EACH 
LINKED REMOTE DEVICE AND TRANSMIT AN ANSWER 
INCLUDING POSITION DATA FROM EACH LINKED REMOTE 
DEVICE VIA RESPECTIVE UNIQUE LINKS 
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RECEIVE EACH ANSWER IN LOCAL 
DEVICE VIA RESPECTIVE UNIQUE 
LINKS 
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DETERMINE POSITION OF EACH LINKED 
REMOTE DEVICE BY TRIANGULATION AND 
DISPLAY REMOTE DEVICES ON LOCAL DISPLAY 
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ENCRYPT DATA USING PUBLIC KEY 
AND ALGORITHM AND TRANSMIT 
ENCRYPTED DATA FROM EACH 
ENABLED REMOTE DEVICE 
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